SAILING INTO UNCHARTERED WATERS?

CHAPTER 2
The Interdiction Principles

he focal point of the PSI is a set of interdiction principles, which the parties
agreed at their third meeting in Paris in September 2003. The principles—repro-
duced in full alAppendix 1—raise a humber of questions:

* What is the drafting background to the principles and to whom do they apply?
» Which states and what physical goods do they target?
» What do they require from the participating states?

This section attempts to answer these questions, although the analysis, which is
based largely on open sources, is by no means comprehensive.

2.1 International strategic context to the birth of the PSI

The participants have described their efforts as seeking to implement the UN Secu-
rity Council Presidential Statement of January 1992. The Presidential Statement was
delivered during a time of flux and turbulent change in the international system and
has to be read in that context. The Soviet Union had recently dissolved and a US-led
coalition of many nations had ousted an Iraqi aggressor from Kuwait, with the au-
thority of the UN.Ten months prior to the Presidentigh®ment, a triumphant US
President proclaimed:

[T]he world we've known has been a world divided — a world
of barbed wie and concete block, conflict and cold waKow
we can see a new world coming into vidwvorld in which

there is the vey real pospect of a new world der. In the

words of Whston Chucehill, a “world order” in which “the
principles of justice and fair play ... protect the weak against
the strong ...” A world where the United Nations, freed from
cold war stalemate, is poised to fulfil the historic vision of its
founders. A world in which freedom and respect for human
rights find a home among all natioffs.
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In the spirit of the times, with the United Kingdom then holding the chair of the
Council, Prime Minister John Major personally delivered the address, touching on
this subject, and stating that the “meeting takes place at a time of momentous change.
The ending of the Coltvar has raised hopes for a safeore equitable and more
humane world®® Fearful of regressive developments in the former Soviet Union and
elsewhere, the Council President (John Major) also said that the members “... recog-
nize that change, however welcome, has brought new risks for stability and security
Some of the most acute problems result from changes to state stru€tures”.

Importantly the Security Council established that “proliferation of all weapons of
mass destruction constitutes a threat to international peace and security”. However
the Council also enjoined member states to “resolve peacefully in accordance with
the Charter any problems concerning these matters threatening or disrupting the
maintenance of regional and global stabilityPrimarily, the threat of weapons of
mass destruction was to be combated by non-military means. But what means did the
Security Council have in mind in 19927

The Council President (John Major) stressed the importance of adhering to the Non-
Proliferation Treaty and emphasised the need for fully effective IAEA safeguards.
He touched on the importance of effective export controls and warned that the
“members of the Council will take appropriate measures in the case of any violations
notified to them by the IAEA®! In addition, the President stated that the Council
supported the conclusion of a comprehensive CheMieapons Convention (CWC)

by the end of 199%.

Following the UK Presidency of the Council, and the optimistic, and in hindsight,
misjudged proclamation of a “new world order”, the international community during
the remainder of the 1990s settled into a world of growing regional and intra-state
conflicts. These conflicts were often incorrectly attributed to the vacuum created by
the fall of the Soviet Union. For example, civil wars eruptedigoslavia and Soma-

lia, a massive genocide occurred in Rwanda and the civil war escalafgtiami-
stan.The subsequent seizure of controlAd§hanistan by thélaliban was cau-
tiously welcomed by most of the great powers, partly becauSaliban promised

to bring a degree of stability to a troubled counfwnd so, the world settled in to a
‘new order’ of low intensity conflicts around the world, that only received interna-
tional attention when they began to spiral out of control andfectati\WWestern
interests.

The terror attacks of 11 September 2001 dramatically changed the course of world

events. They have led to a re-definition of the threat to US and European security as
the nexus between terrorism and weapons of mass destruction, and the possibility of
access to such weapons through failed states or ‘rogue’ regimes. The greatest dan:
ger identified in almost all defence and foreign policy statements coming out of
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Western governments is the “crossroads of radicalism and techyiaogjye fear
that terrorists aided by despots will acquire and use nucleamical, or biological
weapons.

The extent to which this new ‘nexus orthodoxy’ captures the reality of the new
international strategic environment is open to quesfid@ertainly open source
evidence linking these three complex issues is hard to find, although it is clear that it
does provide the strategic context within which the PSI was born.

The PSI was prefigured in the Bush administrasdécember 2002 Nationdt&-

egy to CombatWeapons of Mass Destruction, where ‘interdictinlisted first
among various ‘countegroliferation’strategies. Howevderesident Bush formally
announced the PSI during a speech in Poland in May 2003, in advance of the G-8
summit:

And | call onAmericas G-8 patners to follow though on their
financial commitments so that we can stop proliferation at one
of its sources. When weapons of mass destruction or their
components are in transit, we must have the means and
authority to seize them. So today | announce a new effort to
fight proliferation called the Proliferation Security Initiative.
The United States and a number of our close allies, including
Poland, have begun working on new agreements to search
planes and ships carrying suspect cargo and to seize illegal
weapons or missile technologies. Over time, we will extend this
partnership as boadly as possible to keep the wosldhost
destructive weapons away from our shores and out of the
hands of our common enemtés.

While the PSI had been in the planning stage for some time, it appears that the
frustrated dbrts to seize a shipment of missiles en route tordmaen from North
Korea in December 2002 provided the impetus for its launch (see Box 3 on page 54).

2.2 Inter-governmental PSI plenary meetings

Four follow-up PSI plenary meetings, and one experts meeting took place in 2003.
The first plenary meeting was in Madrid, Spain, in June 2003, where the 11 initial
participating states agreed to establish the initiative and outlined some of the strat-
egies for interdicting suspicious cargoes, including those that might include chemi-
cal, biological or nuclear weapons or missiles, as well as missile components. The
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officials assessed existing national authorities and export control regimes under
which the new initiative could operate.

The second plenary meeting a month later in Brisbanstralia, focused on the

most effective methods for interdiction activities. The meeting recognised that infor-
mation sharing would be essential to effective interdiction, and supported steps for
strengthening domestic nonproliferation laws and export controls in participating
states’® The meeting also agreed to initiate a series of air and sea training exercises
in the Mediterranean, the Indian Ocean and the Pacific to begin in September (see
chapter 4). Howeveit was the Paris plenary meeting in September that proved to be
the most significant, as this is where the principles governing the PSI were estab-
lished.

A fourth plenary meeting of the PSI took place at Lancaster House in London in
October 2003, in the form of a three-day conference consisting of a table-top exer-
cise, a meeting of officials and a plenary session to discuss how to broaden support
for the principles adopted in Paris. Fingly expert group meeting took place in
Washington, DC, in December on the conduct of interdiction activities. Deputy
Secretary of Defense Pailblfowitz committed the US at this meeting "to making
interdiction [under the PSI] an essential mission for [the US] milit&ry”.

The first PSI plenary meeting of 2004 took place in Lisbon, Portugal, in March, where
participants agreed to continue their efforts to broaden international support for the
initiative. To this end, Poland held an information meetinyyarsaw in January 2004

to present the objectives and development of the PSI for the countries of Central and
Eastern Europé’

The initiative now appears to have moved on from “set piece meetings” to “opera-
tional expert meetings®® Some ship owners are also said to have endorsed the
initiative, apparently because it is has led to a reduction in insurancé®costs.

Chairmans Satements from all the PSI meetings to-date are reproduced in
Appendix 2.

2.3 ‘Membership’ of the PSI

Government officials within participating states are keen to stress that the PSl is an
activity not an organisation, and as such consists of an ad hoc coalition of states

rather than a formal membership. Howeireterms of current ‘membership’, the PSI
is a mainly transatlantic venture, with heavy representation f?rom within the
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G-8, EU and NAO. As currently constituted, there are only three non-western coun-
tries participating in the initiative, and these are all fronA\8ia-Pacific rim, namely
Australia, Japan and Singapofad as mentioned in the introduction, two of the
most important great powers — China and Russia — remain outside of the PSI for the
time being. Prima facie, the PSI reflects earlier @dd divisions.

The intentions and strategies of the Group of Eight (&e2n be seen as the embryo

of the PSI. (The G-8 also includes Russia, which is the only member that currently
stands outside of the PSI). On 2 June 2003 the G-8 issued a declaration entitled: ‘Non-
proliferation of weapons of mass destructitinn that document, the G-8 declared

the proliferation ofVMD and their means of deliveryogether with the spread of
international terrorism, as the pre-eminent threat to international sééutiglso
acknowledged a range of tools available to tackle that threat, including existing
international treaty regimes and inspection mechanisms, internationally co-ordinated
export controls and diplomaticfefts but also, if necessamther measures in aceor
dance with international law could be used.

In particular the G-8 described the NRfie CWC and the BWC as “essential instru-
ments” for the maintenance of international peace and setuhityaddition to

those instruments, the G-8 called for the “establishmeaftedtive proceduresand
machineryo control the transfer of materials, technology and expertise which may
contribute to the development, production or use of WMD and their means of deliv-
ery”** (emphasis added). In short, the G-8 came to the conclusion that existing arms
control and disarmament frameworks constitute both a cornerstone of international

peace and security and a starting point for new non- and counter proliferation ef-
forts.

The June 2003 conclusions were merely a refinement of the conclusions drawn at the
previous meeting on 27 June 2082that meeting, the G-8 agreed on a set of prin-
ciples to prevent terrorists, or those that harbour them, from gaining access to weap-
ons or materials of mass destructtdrThe terror attacks of 2001 had shown the G-

8 that “terrorists are prepared to use any means to cause terror and inflict appalling
casualties on innocent peopté’Among other steps taken, the G-8 agreed to de-
velop and maintain “appropriatéfective measures account for ansecure [WMD]

items in ... domestic and international transport*’ (emphasis added) and to de-
velop and maintain “effective border controls, law enforcement efforts and interna-
tional cooperation to detect, deterd interdict in cases of llicit trafficking in such
items™® (emphasis added). The G-8 declaration lists a number of concrete detection
and interdiction measures:

* The installation of detection systems;
« The training of customs and law enforcement personnel and cooperation in track-
ing WMD items; and
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 The provision of assistance to states lacking sufficient expertise or resources to
strengthen their capacity to detect, deter and interdict in cases of illicit trafficking in
these item4? (emphasis added)

But the PSI draws from other sources as well. It is important to note that approxi-
mately one-third of the enlarged European Union {E&re also PSI members. On 20
June 2003 the EU endorsed a ‘declaration on weapons of mass destflstiar’,

ing that the proliferation of WMD is a growing threat to international peace and
security The member states also held that the risk of terrorists acquiring chemical,
biological, radiological or nuclear materials added a new dimension to this*hreat.
Thus, EU member states agreed to focusstrefigtheningidentification, control
andinterception of illegal shipments including national criminal sanctions against
those who contribute to illicit procurement effopfslemphasis added). Five days
later on 25 June 2003, the EU and the Unit&ates issued a joint statement on the
proliferation of WMD?* This statement reiterated the earlier EU declaration.

While it is not unreasonable to assume that PSI objectives are attracting consider-
able support among European states, it is surprising to note that the PSI has only
acquired two-thirds open support from N&*° member states. Belgium, the Czech
Republic, Greece, Hungangeland and Luxembogiremain outside the initiative.

This anomaly is even more peculiar considering thak@® A or some time has con-
ducted interception manoeuvres in the Mediterranean. The operation, codenamed
‘Active Endeavour, conducted its first boarding manoeuvre orAp@il 2003, fol-

lowed by another the next d#yAccording to NAO, 33 boardings have been
performed since ther.The NATO operations are very similar to those planned
under PSI, albeit geographically limited to the Mediterranean.

2.4 Target s of the PSI: S tates and non-st ate actors of
proliferation concern

The aim of the PSI is to “establish a more coordinated and effective basis through
which to impede and stop shipments of WMD, delivery systems, and related materi-
als” 58 The targets of this initiative are “states and non-state actors of proliferation

concern™® How states and non-state actors of proliferation concern should be

defined is still an unresolved questidecording to the agreed principles, the term:

generallyrefers to those countries or entitidmt the PSI
participants involved establisshould be subject to
interdiction activities because they are engaged in
proliferation through: (1) efforts to develop or acquire
chemical, biological, or nuclear weapons and associated
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delivery systems; or (2) transfers (either selling, receiving, or
facilitating) of WMD, their delivery systems, or related
materials?® (emphasis added)

The wording is, at best, vague and ambiguous. The PSI participants themselves
decide the targets of the initiative. Does that mean that the participating states have
to sit down and reach a decision in advance as to which states should be targeted or
can that decision be taken in retrospect? Does it mean that the participants have to
be in consensus or will a majority suffice? In what way do the participants intend to
protect, or at least take in account, minority views? Can one state decide that ‘Coun-
try A’ should be tageted, and at the same time rely on the other participants to agree
enforce the decision?

The wording implies that the participants themselves may not have the final say on
the issueAlthough the inclusion of the word ‘generalliyi the text suggests that
target states will be identified on an ad-hoc basis by participating states, it could also
be understood to imply that another pafty instance, the UN Security Council or

the Generahssembly can define the states of concern. Or does the wording simply
mean that the definition can be redefined and elaborated upon at any given moment?

These questions remain unanswered, and it seems clear that the principles have
been drafted to maximise flexibilityrhis is in keeping with the current US
Administrations new approach to arms control: forming ‘coalitions of the willing’
around specific counter-proliferation goals rather than seeking multilateral, treaty-
based solution%.

Generally international lawyers refer to a ‘stads’an entity with:

(@ A permanent population;

(b) A defined territory;

(c) Government; and

(d) Capacity to enter into relations with other stétes.

Arguably, a non-state actor is defined as all other personal and legal entities, from
terrorist cells to legitimate organisations and firms. Thus, the scope of the initiative
pertaining to the potential targets appears to be all-encompassing. It does not differ-
entiate between a private person, a firm or a state. Interestingly enough, the State-
ment of Interdiction Principles uses the words ‘non-state actor’ and ‘entity’ more or
less as synonyménother arms control regime that uses the word ‘entitythe

Missile ControlTechnology Regime, and the US government uses the word ‘entity’

in its export control legislation.
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Does this mean that the PSI, MCTR and US and other national legislation target the
same group of entities? The answer is: probably not. The phraseology merely high-
lights one of the difficulties in assessing this initiative from a standpoint of interna-
tional lawAlthough the principles were drafted with maximum flexibility in mind, in
order to avoid confusion the term ‘non-state actor’ should have been used through-
out.

As previously noted, PSI participants may identify specific countries that will be
subject to interdiction activities. The principles also state that such target countries
should be subjected to interdiction because they are ‘engaged in proliferation’ through
the following activities:

1. Efforts to develop or acquire chemical, biological, or nuclear weapons and
associated delivery systems, or

2.Transfers (selling, receiving, or facilitating) of WMD, their delivery systems,
or related materials.

John Bolton, US Under Secretary f&nms Control and International Securisaid:

“We are obviously worried about some places more than others as proliferants or
would-be proliferants. In fact in Brisbane, at the meeting there, the 11 PSI partici-
pants said that North Korea and Iran were two states of particular cofitern”.

When asked whether the PSl in fact is a blockade of certain countries and therefore
of questionable legalityBolton replied: “Vé've never contemplated that the initia-

tive would involve anything other than the trafficking of WMD-related material, and

it was never contemplated as a blockade of any pface”.

Identifying states that are proliferators is a highly contentious business. While there
have been numerous reports recently indicating that a nuclear proliferation network
has been operating out of Pakistan, the Pakistani government denies being party to
these activities. The US government has labelled states like North Korea, Iran, Iraq
and Libya as states of immediate proliferation conéeamd Cuba and Sudan have

also been mentioned in this context. The on-going hunt for evidence of weapons of
mass destruction in Irag has shown exactly how unpredictable and unreliable some
of the intelligence that underpins these assumptions is. The extent of the Iranian and
North Koran nuclear programmes also remains unceviih.the Iraq precedent,

the standard of proof when it comes to accusing a country of proliferation activities
appears to have become worryingly low

Indeed, the list of suspected proliferators could be made considerably. [bhger
unrecognised nuclear-weapon stéteB)dia, Israel and especially Pakistan, could
also be labelled of proliferation conceAmd if the presupposition that there are
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‘responsible’ and ‘irresponsible’ nuclear weapon states is abandoned, and vertical
proliferation is added as a concéfrthe list could be extended to include China,
France, Russia and the United States, and possibly the United Kiidom.

Therefore, it could be argued that a ‘country of proliferation concern’ is just a re-
wording of the old term ‘rogue states’ and that it simply denotes a state belonging to
the ‘axis of evil’, as defined by US President Bush.

The term ‘rogue statevas controversial in itself when the ClintAdministration

first presented it in the 1990s. The term implies a government that is dismissive of
international law and whose leadership is hostile to western interests. It also implies
that the hostile and erratic behaviour of such states needs to be countered by un-
conventional method3he current UAdministration defines ‘rogue states those

that:

. brutalize their own people and squander their national resources for the per-
sonal gain of the rulers;

. display no regard for international law;

. threaten their neighbours, and callously violate international treaties to which
they are party;

. are determined to acquire weapons of mass destruction, along with other

advanced military technologto be used as threats ofesfsively to achieve
the aggressive designs of these regimes;

. sponsor terrorism around the globe; and

. reject basic human values and hate the United States and everything for
which it stands$?

The US State Department regularly lists states that ‘sponsor terrorism’. These cur-
rently include Syria, Iran, Sudan, Cuba and North Korea. (Libya, having recently
come in from the cold, is no longer listed). The ‘axis of evil’, as defined by George
Bush in his 2002 tate of the UnioAddress, constituted Iraq, Iran and North Korea.
This ‘axis’ is clearly based on the old notion of ‘rogue states’ but the phrase itself
refers to the Secontforld War and théxis powers. It is also draws from President
Reaganrs labelling of the Soviet Union as an ‘Empire of EXl’.

On 6 May 2002 MrBolton gave a speech entitled ‘BeyondARes of Evil’, in which

he added three more nations (Libya, Syria, and Cuba), which were “pursuing or who
have the potential to pursue weapons of mass destruction or have the capability to
do so in violation of their treaty obligations”.

The UK governmeng position is that the term ‘countries of concésipreferable to
‘rogue states’
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Llew Smith: To ask the Seetary of $ate for Foeign and
Commonwealth Affairs what his definition of rogue states is;
and which states fall within that definition. [939073]

Mr. Mike O’Brien: The term "Roguetate” was first used by

the Clinton Administration in the US to describe states which
were pursuing illicit programmes to develop weapons of mass
destruction (WMD) and those which the US Administration
considered posed a threat to the US. The term has become
widely used by media and commentators to describe states of
proliferation concern and those which provide succour and
support for terrorism. The Government generally prefers to use
the phrase "Countries of Concern” to describe such states,
although "Rogue States” has also been used for this purpose.

We continue to be concerned by theleration of WMD and
the means for their delivery in several regions including the
Middle East, South Asia and the Korean Peninsula.

We are also concerned about state suggor terrorist activity

in a number of countries. In the light of the continuing
campaign against teor, it is not possible at this time to
specifically name publicly any of the countries about which we
are concerned or to speculate on any action that might be
taken to counter our concerhs.

In order to be singled out for interdiction activities, the target state has to have
clearly sought to develop or acquire chemical, biological, or nuclear weapons and
associated delivery systerii¢ith the inclusion of the word ‘&rt’ in the definition,

it is implied that the ‘country of proliferation concern’ has to be involved in an
earnest and conscientious activity to this end. Does this wording set up a certain
standard of proof in regards to the proliferation activities of a suspected state? This
guestion remains unanswered, but as previously stated, recent practice suggests
that the standards of proof in regards to ‘WMD proliferateme’ worryingly low

Also, the case of Irag has seriously called into question the reliability of the evidence
provided to make the case for interventibn.

As noted previous|ythe $atement of Interdiction Principles uses the words ‘non-
state actdrand ‘entity’ more or less synonymousllif is reasonable to assume
therefore, that the participants already had specific entities in mind when they drafted
the interdiction principles. Or does the word non-state actor imply that there exists a
wider circle of actors of concern than those previously defined? For example, the US
Department of Commerce maintains an “Entity List” of suspect end users that “have
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been determined to present an unacceptable risk of diversion to developing weap-
ons of mass destruction or the missiles used to deliver those we&p®hs list

names a number of institutes and corporations in China, India, Israel, Pakistan and
Russia’ Is it to be understood that goods shipped from these entities may be
subject to interdiction? Such an interpretation is not unlikely

The assurances of the US government notwithstanding, it seems clear that the initia-
tive primarily tagets the same group of countries that have concénstiern
governments for over a decade. Iran and North Korea top that list. In order to bolster
the credibility of the initiative, participants need to further define the term ‘prolifera-
tion concern’. It is important that the PSI is not perceived as just another measure
against a few core states of concern. Ratherinitiative needs be applied generally

and objectivelylt is necessaryherefore, to spell out the general characteristics of a
‘country of concern’; to provide an objective rule that enables other concerned
actors (both state and non-state) to assess their own behaviour and adjust it accord-
ingly. Naturally, this rule will not stop the proliferators from proliferating. Enforce-
ment mechanisms can punish trespassers, but they seldom stop the trespassing
(much like a rule against unlawful killings does not stop murder).

2.5 Targeting ‘W eapons of Mass Destruction’

The initiative uses the description ‘weapons of mass destruction’ interchangeably
with the term ‘chemical, biological and nuclear weapons’. But it is not clear that the
two terms are meant to be synonymous. The term WMD has become shorthand for
various arms systems, and it should be noted that neither treaty law nor customary
international law contains an authoritative definition of WMD. The main reason for
this is that international law focuses on each category of weapon techriglagy

there exist distinct sets of rules for nucldrological and chemical weapon tech-
nologies. Certainlygeneral principles of international law also apply to weapons of
mass destruction, especially humanitarian internationaitawlation to the use of
these weapons.

The term is thought to have been first used in 1937, when British newspapers re-
ferred to German bombers in action in Spain as ‘weapons of mass destruction’, but
later during the cold wait was used almost exclusively in respect to nuclear weap-
ons!’

In the context of the PSI, the grouping together of various types of weapon systems
under the broad definition of ‘WMD’ is unfortunate. For a given payload, the scale
of death and destruction caused by a nuclear weapon is unmatched by any other
weapon systerff. The proliferation of nuclear weapons has been a major concern
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since the detonation of the first nuclear weapon in New Mexico on 16 July 1945. The
yield of the Trinity device was a mere 21 kilotons. But the yields rapidly increased,
and the detonation of ‘lvy Mike’, the first hydrogen bomb, was 10.4 megatons. The
detonation of a crude nuclear device over Nevk, for example, would have terrible
consequences with deaths amounting to tens of thousands — see Figutéhis

would be the destructive capability of a relatively simple nuclear weapon. The casu-
alty rate would, naturallyncrease with the yield of the weapon.

In contrast, chemical weapons are likely to produce limited casualties, while the
unpredictable nature and limited tactical and strategic value of biological weapons
make them a potential WMD in the future rather than the present. Of course, civilians
remain vulnerable to chemical and biological weapons used either in wartime or as
terrorist tool, but civilians always have been and will be vulnerable to any weapon
system used by a terrorist. Given that terrorist use of chemical and biological weap-
ons has been both infrequent and less than ‘massive’—the anthrax attacks of Octo-
ber 2001 in the United States, for example, were limited to 22 infected people and only
five deaths, should the future employment of chemical and biological weapons be
viewed as “distinct, relatively small-scale targeted releases likely to result in limited
casualties (albeit with high-impact results, both during military operations and ter-
rorist incidents against civilian populations), rather than ‘weapons of mass destruc-
tion™?7°

The debate over the inclusion of chemical and biological weapons in the concept of
‘weapons of mass destructids’not newand a range of both broad and narrow
definitions does exist. For instance, the US Code refers to ‘WMD’ as:

The term “weapon of mass dasttion” means any weapon or
device that is intended, or has the capahilitycause death or
serious bodily injury to a significant number of people through
the release, dissemination, or impact of -

(A) toxic or poisonous chemicals or their precursors;

(B) a disease organism; or

(C) radiation or radioactivity®
The US Federal Bureau of Investigation sometimes uses an even broader definition
of WMD, which they argue can be “explosive, chemical, biological, or radiological in
nature”® Indeed, the so-called ‘Oklahoma City Bonib&imothy Mc\eigh, was

chaged with “knowingly intentionally wilfully and maliciously conspire, combine
and agree together and with others ... to use a weapon of mass destruction, namely
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an explosive bomb placed in a truck (a ‘truck bomf?)He was later convicted for

the crime of conspiracy to use a weapon of mass destruction and sentenced to death.

Similarly, in the criminal code of the Russian Federation, a weapon of mass destruc-
tion is defined as a nucleahemical, biological or other weapon with a higfeef,

Figure 1: Zones of Destruction of a Nuclear T errorist Bomb Exploded
in New York
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which use causes mass casualties and/or destrfdi@0s and some states have
also agued that small arms and light weapons (8Alare weapons of mass de-
struction, since they are the largest cause of actual conflict casualties in the post
Word War Il environmeng!

The principles of interdiction do refer to nuclehiological and chemical weapons
when it comes to defining which entities are of ‘proliferation concern’. However
should the PSI develop into a more formal arrangement, the parties have to consider
that international treaty law provides that a treaty shall be “... interpreted ... in
accordance with the ordinary meaning to be given to the terms ... in their context and
in the light of its object and purposg”.

2.6 Effective measures for interdiction and adoption of
streamlined intelligence procedures

The Statement of Interdiction Principles calls for:

effective measures, either alone or in concert with other states,
for interdicting the transfer or transport of WMD, their delivery
systems, and related materials to and from states and non-state
actors of proliferation concern.

This requirement has to be seen in the context of the practical interdiction measures
that the states have to take (discussed in more detail in section 2.8 below). More
interesting, the Interdiction Principles also call upon the participating states to:

Adopt streamlined procedures for rapid exchange of relevant
information concerning suspectecblifieration activity
protecting the confidential character of classified information
provided by other states as part of this initiative, dedicate
appropriate resources and efforts to interdiction operations
and capabilities, and maximize coordination among
participants in interdiction efforts

Napoleon Bonaparte once said that “...the secret of war lies in the communications”.
There are many thousands of ships of all designations and sizes traversing the globe
at any given moment. Many of those contaiigaas without an owndt is said that

the cago of an oil tanker can change hands up to seven times during one journey
Many ships are hazardous to the environment and its tteedless to sathe PSI
participants have a hard task trying to track these ships. Most of the surveillance has
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to be done via satellite systems such as the Naval Ocean Surveillance Systerf®(NOSS)
combined with active and vigorous patrols by national coast guards and navies.

Howeveyaccording to US analyst John Pike:

We have a global maritime segillance capability that was
basically designed to keep track of a few hundred big Soviet
warships ... Now you've got thousands of little no-name ships
all over the world and you have no idea who they belong to
and what they’re carryin§’

It can also be quite easy to deceive ‘the eyes in the sky’. The head of the former
Federal Republic ofugoslavias Third Army division, Colonel-Generafladimir
Lazarevic, said that during the 1999 Kosovo conflict ihgoslav army used dum-
mies of soldiers filled with hay standing next to fake anti-aircraft guns made out of
various metal parts, including old water pipes, and multiple rocket launcher with
rusty vegetable cans as barrAlsotherY ugoslav army dicial said, “It looks primi-

tive, but it was very effective ... The results were very gdbd”.

Also, it should be obvious by now that single source human intelligence is highly
unreliable, especially so if the intelligence has been coerced from the source. Even
multi-source material collected from dissidents of a current regime can be highly
dubious and requires a throughout analysis of the sources’ motives for handing
over the information.

And even if the participants are capable of collecting reliable intelligence through
signal-, imagery- or human intelligence, the question remains as to whether they are
willing to share it with other PSI members. Sometimes the intelligence may be sensi-
tive, which will usually prevent a state from sharing it, even with its most loyal allies.
Moreover even setting aside the hard cases involving national security concerns or
protection of sources, states often prefer to shroud their national intelligence gath-
ering capabilities in a cloak of secrethis is done partly to stop the ‘enenfdm
developing effective countermeasures (such as new camouflage techniques) and
again, partly to protect sources — and sometimes to hide its activities from domestic
scrutiny and accountabilitilonetheless, it is a fundamental rule in the intelligence
community that careless use of collected intelligence not only risks the life and
physical integrity of the source, but also hampers future recruitment processes.
Intelligence agencies need to contain the information in order to protect the source
and there is an old saying that the risk of a leak increases with the square of the
number of people holding the information.

Finally, even if the participant state decides to share the information with the other
participants, the intelligence needs to be assessed and acted upon. In order to truly
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make the initiative successful, intelligence, command and control have to be prop-
erly integrated. Therefore, in an effort to improve procedures, PSI participants have
during 2003 and early 2004 conducted several live exercises combined with command
and control tabletop exercises. The lessons learned from these exercises in regard:
to intelligence sharing are, for obvious reasons, not accessible in the public domain.
An educated guess is that the participants will continue to face considerable difficul-
ties in streamlining and coordinating their intelligence procedures.

2.7 Review of relevant national and international law

The Statement of Interdiction Principles provides that the participants are obliged to
review and strengthen their relevant national legal authorities and to work to
strengthen international law and frameworks in appropriate ways to support the
development of the initiative. This is a call for member states to enact legislation
which strengthens not only the participarability to intercept ships in its national
waters but also to enhance its capability to seize interdicted cargoes and punish
those involved in the tra€king. A number of participating countries have already
enacted laws in that respect, mostly as a result of obligations in existing international
agreements that relate to the spread of nudiéalpgical and chemical weapons. It

is the responsibility of that state to carry them out.

One way of regulating the trafficking in NBC materials and international non-prolif-
eration commitments is by enacting export controls. Most PSI members have en-
acted export control legislation on the basis of the lists provided by the Nuclear
Suppliers Group, thaustralia Group and the Missil@schnology Control Regime
(MCTR), and all PSI states have enacted criminal legislation to enforce these export
controls.

As far as is known, most national export control legislation focuses on materials
manufactured in the country and exported abroad. It says nothing of nuclear materi-
als transiting the countrg’territory or territorial water3.herefore, several states
have enacted criminal legislation prohibiting unauthorised transports of NBC mate-
rials on their territoryin Australia, for instance, the relevant piece of legislation is the
Nuclear Non-Proliferation (Safeguard} of 1987 This legislation was enacted to

give efect to certain obligations thatustralia has under the NPThe act is appli-

cable to all nuclear materials and associated ffearsd defines which activities
relating to the handling of nuclear materials constitutes a crime Andt&alian law

For instance, the possession of nuclear materials or associated items carries a maxi
mum sentence of imprisonment for a period not exceeding five $fears.
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2.8 Specific actions in support of interdiction efforts

The PSI participating states are committed to taking ‘specific actions’ in support of
interdiction effort$! This principle is closely connected to operative paragraph 1 of
the initiative, which calls for ‘effective measures’, and can be seen as an extension
and clarification of that paragraph. It is important to note that the commitment in this
paragraph, unlike operative paragraph 1, only extends to what is actually permitted
by the respective national laws of participating sta#tks, the participantsspe-

cific actions’ have to be consistent with their obligations under international law and
frameworksAlthough the document enumerates six specific interdiction cases, it is
possible that this list is only illustrative. Indeed, read in the light of operative para-
graph 1, operative paragraph 4 should only be seen as a guideline for the pasticipant’
interdiction efforts.

Interdiction efforts appear to be focusing on *hub trafficking’ — those key ports and
sea-lanes that are crucial to currenfitking networksAnd according to UK df-

cials interviewed, the vast majority of interdictions are expected to take place in key
transfer ports, rather than at $é@here are several benefits to this. First, a majority

of the world’s shipping passes through these ports, and concentrating PSI assets in
a few; geographically small, areas will greatly enhance the participatelligence
gathering capabilitySecond, since the port state has exclusive jurisdiction over its
own territory there are likely to be fewer legal complications carrying out searches
and seizing goods while a ship is moored to a dock. Where appropriate, PSI partici-
pants could assist port states in drafting suitable national customs and criminal
legislation. Third, fewer legal complications may also have political benefits. It may
reduce the concerns of third states if implementing legislation is balanced and con-
tains appropriate legal safeguards. National legislation that is too flexible may permit
unwarranted searches, which in turn may lower international confidence in the initia-
tive. And fourth, it may leave the current international legal regime intact. Major
seafaring nations may view this as more favourable then the modification or invalida-
tion of the law of the sea.

Howeverthe territorial application of the PSI is potentially-faaching and covers
the following sea zones:

« the internal waters of the participant state;

« the territorial seas of the participant state;

« the contiguous zone of the participant state; and
* international waters.

The territorial application does not explicitly exclude ‘specific actions’ in the internal
and territorial waters of a third state. Howes#énce the intention of the parties is to
conduct interdiction activities in a manner consistent with relevant international law
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it seems unlikely that their navies will conduct such manoeuvres in the territorial
waters of third states.

The material scope of the agreement is mainly focused on the internal waters, territo-
rial seas and contiguous zones of the participants, where the participants are re-
guired to stop and search suspect vessels flying the flag of any Hia@inrthe high

seas, the patrticipant is only authorised to board and search vessels flying their own
flag.® In order to complement that principle, the agreement commits participants to
seriously consider mutual boarding arrangements. Principle 4 (c) reads:

To seriously consider priding consent under the appriate
circumstances to the boarding and searching of its own flag
vessels by other states, and to the seizure of such WMD-related
cargoes in such vessels that may be identified by such states.

In other words, this would allow participating stAtéo board and search vessels
flying the flag of participating state B, wherever those vessels mayAnel accord-

ing to Foreign Secretary Jackr&y “Shipping of the ten lgiest commercial flag
states covers some 70 per cent of maritime trade. So with a relatively small number of
such agreements, a dmr proportion of the world’shipping would be covereéf.

But even if 70 per cent coverage could be secured it may not be enough. Since the
PSl is aiming high and seeks “to impede and stop trafficking of WMD ... at any time
and in any place”, and because WMD are “a global threat which calls for a global
response®; the participating states are almost certainly going to need to find ways
of expanding the territorial scope of the initiative in the future.

In this context, it is important to note that the interdiction principles are not legally
binding.At the London Meeting the participants had an initial exchange of views on
a possible Boardinggreement that could facilitate practical implementation of the
initiative. Howeverthey were unable to complete work on a model agreement due to
differing interpretations on what is permissibleThe participants characterised the
lack of an agreement as a reflection of the flexible and informal nature of the initia-
tive?®

However the big question remains whether or not this initiative can be applied on
the high seas. Professor PaulMard, retired professor of lawAansterdam Uni-
versity, agues that:

States by themselves cannot act in that way in my view because
we have the freedom of the high seas. Under the Law of the Sea
Convention, is not permitted that individual states decide

what is legal and what isnin that respect. That is a matter of
power politics and not of international 1a#
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TheAustralian Minister for Defence, Senator Robert Hill, has recognised this prob-
lem:

In international waters [the legal question] becomes more
complex. ¥u get into issues as to whether the ship is flagged
and the like. But i$ for the international lawyers to determine
what would be the set of rules that each of the states is
prepared to accept. Efforts are being made in that regard at
the moment®*

A senior US official has been quoted saying that the PSI “...will be focused on those
activities which require no additional laws, no new international treaties, no going to
the United Nations Security Councif® He added: “Look at the Japanese, who
can't stop transfers of money on North Korean ships, but suddenly discovered they
can do ‘safety inspections'®? This view if truly representative of US opinion,
seems peculiar given that the Statement of Interdiction Principles requires the
participants to review their national legislatiénd it seems dffcult to see how the
initiative can succeed without some modification to internationaHsen if a revision

is out of the question, the participants will need to reinterpret certain provisions,
especially in relation to the Law of the Sea — which is discussed in more detail in the
next section.

New Zealand boarding team embarks a local transport dhow
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CHAPTER 3
The PSI and the Law of the Sea

Il PSI participants except Denmark, Turkey and the United States have signed
and ratified the United Nations Law of the Sea (UNCL@&}xtralia ratified it
on 5 October 1994 and Canada on 7 November 2603e provisions contained in
the Law of the Sea are to agarextent a codification of customary international law
Non-signatory states have raised objections regarding issues other than freedom of
navigation and innocent passage. In the case of Denmark, for example, the issue ha:
been fishing rights in the Northtlantic. Turkey and Greece have a long-standing
dispute over delimitation in théegean Sea, while the United states, as discussed
further below has raised concerns regarding sea-bed mining and related issues.
Thus, as far as is known, all non-signatory nations recognise the right to freedom of
navigation and innocent passage and have on occasions proclaimed themselves
bound by these principles under customary international law

The reluctance of US lawmakers to ratify the convention has little direct impact on
the questions discussed in this report, therefore. In order to simplify the structure of
this report, issues regarding the Law of the Sea will be discussed as if the non-
signatories were parties to it. Lack of space precludes analysis of the extent to which
each non-signatory is bound to the provisions through customary law or preceding
conventions (such as the 1950s convention on the territorial sea).

Since each state enjoys criminal and civil jurisdiction over ships flying its own na-
tional flag, according to the principal rule under UNCLOS, the initiative mainly raises
guestions pertaining to the criminal and civil jurisdiction of foreign vessels in the
territorial waters of coastal states. UNCLOS also touches on the right of ships from
all states to innocent passage through the territorial sea.

In 1927, the Permanent Court of International Justice (PCIJ) decided that, generally
“vessels on the high seas are subject to no authority except that of the State whose
flag they fly”.1%> Any assertion of a right to stop and search a vessel on the high seas
is in conflict with this rule. If taken as an absolute principle, interdiction would be
legal only when carried out by thegat ships own flag state. Most anticipated PSI
operations on the high seas are likely to fail this test, since they will be undertaken by
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